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} Credentos Deegution £ Custom Clases:Deny e acess ninn 7y a7 YA 0a
| Device Installstion i) Floppy Drives: Deny execute access |
| Device Redurection -] Floppy Drives: Deny read access T2 WA 7Y TN H1X(71]
2 Disk NV Cache 1) Floppy Drives: Deny write access
] Disk Quotas 1 Removable Disks: Deny execute access MIIXW 0OY71720 D1]|7]—]|—||—| |7U
2 Distributed COM {21 Removable Disks: Deny read access
1 Driver Installation 5 Removable Disks: Deny write access Ol O'wNnnwn
1 Enhanced Storage Access i1 All Removable Storage classes: Deny all
| Filesystem {25 All Removable Storage: Allow direct acc
| Folder Redirection 12 Tape Drives:
2 Govp oy £ Top e Oemy st i NMwizni 7'70n
| Internet Communication Mana [12) Tape Drives: Deny write access -
1 iscst Il z = 5 NITVa USB MM NAW7in.X
- _ EE Gamded A e/ W A7vann Noawn
19 setting(s)
AWMmAN
7V Y77 W NUWX .
751111027 W' .N1WEx 3 1931t N> - . niwa 10N X711 C7nnn” win

;17190 7IXM7 777 7V 17 NNXD DVY
T17XT NTTWIXT NIX 071
Removable Disks : Deny execute access -
Removable Disks : Deny write access -
Removable Disks : Deny read access -

run 17707 wr,w1amin
1T1790 DX DIWA7 W mnaw 11701
.OK 100 1Mx71 ,gpedit.msc

= Type the name of a program, folder, document, or Internet
=/ resource, and Windows will open it for you.
Open: gpedit.msc v

OK Cancel Browse...
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g

X 191X3 Autorun M'Wizil7 11wWn 107
Microsoft 1717 NI0OIIN NINWI1 - N171¥97 7170 NN vxa7 w' 137 o'w @
DN NN'0MN GPO-1 1 TA717 1N J1MWANT 3-n NAX 737 Nan r/

DX N™MI7A N'wizin7 N1 ,qona -
XA 191X X7 DANN

AMNX71 7000 NOW 7V Y1077 W e ,Enable NTMWAaxX1 MNA7 W XA N70a -«
17707 W W9 NNIWa 10N .OK 71N9> 7y Y1177 100 1NX7
run
regedit DIWN7 W' MNIIW 717N °© emov
AIW™X 100 NXT7T | T e Previous Setting | | NextSeting
XA 1'NA7 NWA7 W e NotConfgured  Comment
HKEY _CURRENT_USER\ S
SOFTWARE\Microsoft\Wwindows\ B
CurrentVersion\policies\Explorer\ Options Hep
NoDriveTypeAutorun ' | [T potrseing donies eracuseaccess o removabledks

If you enable this policy setting, execute access is denied to this
removable storage class.

If you dissble or do not configure this policy setting, execute
access is allowed to this removable storage class.

4 Registry Editor

FRegistry  Edit Wiew Help

=3 Currentversion ;I Marne | Data
B0 Applets [Default] [walue rot set)

(-0 Explarer [R¥] MaDriveTypetutaRun
{11 Extensions

M- GrpCony
B0 Intemret Settings
B0 Multimedia
EI{:I Policies

a J oK Cancel Apply

B3 ProfieR econciliation
{1 Run

-1 PBunonce
Pl | ™ ZINNX VX7 W' D10 -

Iy ComputersHKEY_CURREMT_IUSER\SoftwaretMicrozoft\Windows\CumentersiontPolicies\E xplarer

N3 1Mo
i1nN'0n IX MDi1 X' NDOAX NTWax

N NADVN WA DY Y77 W oo 1
.USB N10"101 0701 1110 7W N9

NoDriveTypeAutoRun NIMWIXi1 7V
7W NIWOXI MMd7 107 NXT7
Modify
NX NNW7 W Value data N1
WX 7Y 100 X7 ,0xff-7 71uin
AWmin DX 7ONX7 W e

T 177N 7Y 20

N'WNIYIX N17'V9N0 1T 70TAT - Autorun
Nnnma X 07 07N DXy
17NA0 707 79191 .NTIWaxX UMan
D'9j71N 132W ,autorun.inf XAj73W Y117
17V917 WX ,07YA19 771NW77 0717V
70 7W NWUNIYIX XA NIVXAXD

Autorun-m1 YI171 D'U9AN DXA7i

.07 770 71 D1I0N7 1NMW ,17 0w
17017 nuMani N7aun 97

|- AWM YIM X7 7Wwnn 7> 0719 0'WXAND 01017 WWwax awun7
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JWwmain 7y miznim yxa7 nxe

"INM™” 1dD MInnN 1aw X Nl
DX NIAT7 712" ONM-"UAXT 17T Y4173
JWmin 7y N71ua pAta 0vn Y7
DX D727 {77Nd1) N1IW NN DTV
QUIW 191X 1DTVY7 TIXA 21Wn 127 .(1N'0n7
.01N"-TUINTT NIDIN NIX

011" "UIND DIW™ N1U'Ww

790 7W OINM-"UIX NIDIN 1'7NiN7 W'.X
A1X[7 NTAYI 12T

O1NM-"UAXT NIDIN 7W NTMDTY X117 W'
D177 NNX N1N97) D11 IX "WYX 191X
X MIX7717 OxNnd X

MIX7MX 17D - (Sandbox) 710 TAON”
Y27 NN ON-TWIXT TNIVXANIW
J10DTI DAL NTXD AW 7N X
X1, 0ADT T XX D1 XD
O M 71737 N1 77 710" 1K
OX NI ONXD IN7V90 NIXXIN
DO OINM-"WANTT,O1NID 117200 Y1710

WNNWN7 12 7V YITIm1 1NIX
N7 1710 1'Nan - YAy7i Dntnn
7W 113°A Y XTIW N0 NN
MmN IX 01017 DTN 717 N0y
MID1IN OX 1277 ,NIATINT NDDIAN
NINTAMA ]IW72> N17199 UXA7 1100
7Y DITIWND  ONNM-"WANT T 7Y
WNNWN7 YITI71 TN7199 DX 1IXVU7
DX MN DMV-TWIXT - DM A7 1a
AWM DX D70 7W DNIATINGN
N121"0" Nj7771,0N17°V9 INX 1j7VN 771D
MW ,0"MNX 027N "70N 7W 71w
00N "7INWD 17X XX1'D1 DIXWNYT
O1N"-"UANIT ,NDIVN Y17 N1IW7 7NN

77972 INIATANT DX WIN

nyTi @

Value Meaning

0x1 or 0x80 Disables AutoRun on drives

of unknown type

0x4 Disables AutoRun on
removable drives

0x8 Disables AutoRun on fixed
drives

0x10 Disables AutoRun on
network drives

0x20 Disables AutoRun on CD-
ROM drives

0x40 Disables AutoRun on RAM
disks

OxFF Disables AutoRun on all

kinds of drives

T 7N N7"o0 - -
17N7 7W 11710 TN VX317 Y7110
1200 0X3[7 7W ANV 197 1M
7W N7y91 "M97 11inma1 17X X
O1N™M-"UIXT NIDIN DX 1127 D'XA[7
- DIXT DOWIxXN 11IAIXI Mznmin
7W NWNIIIXK 117710 1TANT7 Y7210
W7 0101w T 17N 7D

NMNUIX < TIAINT7 12021 12A0 NN
15.5 < 17N

2 (Anti-Virus) D11"1-"VIN 4.1
NWi7it M7y

N7 MNX7 X171 011-"INT NADIN Ty
NN 7y DMMAX DVYA191T 0010 A101
DN177Va0 1AN71 ,0X{7iN

11707 TNX7 10101 M'7XN "717991X 21X11
1T DYIAIW 197 71X70 NINN 7Y 797N

.CIS Control 8 https://www.cisecurity.org/controls/malware-defenses
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NV < 7IAIN7 1301 112a0 DIIN
7.8 <71 117

NWp7 M7y

Nj7907 71X[7 DIANND 7W 17997 N1DUN
MN11VYN DIOMA7 NIWaNXAT WX-NN1M 1117
137201 X7 NINN 7X D710 X7
NIVXIXD NWATT 7Y 1AT7 ATV WXI-NNT
JLINNOMT DOWIXA 1XW - 11avn T
D017 712D ,N1"17T N1IDIN O10M7 NATIVI
DY

-Nn1n NN Y"Mil7 1wn 137 o'w
NWI1 ON DA X7 NINN 7Y WNil
WN-NN1M1 N1j7N11 131D 17W NN
fINUIN NIDW 11TW ANNA NN

.naon

O

Windows Defender 9w wrn NDIN NIY¥DN2 9w 2wWNRN Y 309 Ty

nnwi7in 1'7nn

A7 7IXY 1OX WXA-NNTNW X117 NI 7y

X1 N17199i1 170 9 7y 71997 Ww"

N17 190 X711 770007 7Y Y77 wroe
W™ DN NAX7 .71 M7 7w NNwaxa
Windows Firewall N1Iwaxa1 11017

Windows Defender 9w win nnin @

Windows Defender JW WRN NDIN < MPaN NIF'0Me 92 < mpannh < @ 1 ~ & =

pan i Sw e onn

¢ PIITT N2 N (@ARNT) GBNR 19 9w e NYana T 192 Windews Defender Su win noin

nainn

I3 7RG NIYP9DRS BTN 53 Nk BIoR
nRRIDA RSN N

IR ON2 (N1 NYN2 D9PNNATDWIND NN 120 ANK [12W NTI2Y2 IN 113 Tine

MIBNY N pIEKa WK
9w wrn RIN TR
Windows Defender

DU T IR LIOINA 77T 0w 2URnA

nroas ninen 9 .

TR N e G

wrn MNP 902 W von
Windows Defender v

Susin ‘Windouws Defender & w1 bin 2¥p S
0103133 813N TR AT §

29 N2 N2 N2

2nen & TIPS MBS NN

Windows Defender 2w wNn NN TwK2 '3 w10 VTN 2N

©) M2inn 8

AU ANESEN TNDIN

NINRY NINWY I DNNIR 9w Nimen ° l

EDR Nd>yn 4.2

i1NWi7ii 7M7Y

X111 (Endpoint Detection and Response) EDR
,N111NN91 07720 7W MAL7 TTAAT MM
AX[7i1 N1ANN2 YT NI D T70000
DTV D711V NDWAM 016™Md1 11A0Xa
7112 12101 .1X{771 N1ANN 7Y 170100 ,1210
7W1 NIMIXTM NI97NN 7W DWW DX
NNAVN NX I7VN 7T 7Y ,077179 DMTX
NXAT OX7 NINNa M7'Wa DWW
TIX fOIX 121071 .TIy1 D™D'77N1 D'NINW
AT XD NI MNITWT TWANT7I VTN
AN D YT ATATIW

NOWNM DY TIWW Y7 NNUIX 111y
N NIXT7 GOXAW VT WNNWNT7 710
YN 7Y DIXNTT M 70, N1 701X
JIAXD VT NAUIX

1TTAW D3 X1 PNgn NI TinT
7V MW ATINXK DAOX TMgw79d
N11'10 7V1 D'NOW ,0'17 0777 0w
17X

N97007 X7 NA1AN AT 1X[7 NN 1197
X7 NINnN 7y 0mw7 nNnan oMnm
MNUIINAD

IN VI ONX7 D'72100 EDR-T N11NNY
NIMNN 7W 11 19070 7V NWI1 1170 01X
1Ty

nnwi7nn 1'7nn

DX INX'W 191X EDR -1 N2WN NIX 11DN7 W
170N N1X7 DNIX JOMXT DI DWW
MIN™ DNATTD NWA DWINX7 IXNWAT T NY
NWaIxX'W NMTAT 7Y WATI DXT NI
.DNTX V1IN71 False positive TNX7

NX 1w EDR 71na 17 ow
AWAaxXM X NN mm7hwan
VT NNVIAN "WIT'N 7W 170N

0

CIS Control 9 https:/www.cisecurity.org/controls/limitation-and-control-of-network-ports-protocols-and- '3

services
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V11j7 001 7V {INUIX "M1DTY 07901 Turn X' TNOJIW NNMWOXIWw X7 .

0'X'97 D'Ny71 (WTINd ova 77> 0T13) 0N 7w 7xnWw TX1 Windows Firewall On
2N X T DNTTNA D77 0107V 70D N1INTON NIIWIXT "NWW XTN7 W?
NN Wnn quiw 91X D107y VIX'a X171 D17XN2
NWw'710 7X2" 971NW NNMWANi

Anwia 777an o o e
DIIDTYW  IXWYT7 w7720 ’g'":;,‘;m";;'“w";m;,,,,,an |
X77 UMUIX 19X 17T e
JIXT DY LWNNIWNN N12VNi rf’ﬁ T —

v @ Turn on Windows Firewall

71DTVYW 71270 07 111D 177N [ Bock ol incoming connction incuig thse nthe st of lowed apps

nXi7i

[£] Notify me when Windows Firewall blocks a new app

nirn nx nawn v Tum off Windows Firewall (not recommended)

DN .N1IW N110N

NIWNANT 7W 17107 DNaw x| [Comed
VX7 W N7 X T 71070

1D 771IW AXT7 771 T 191X D1I1DTY

My7an m71 < ’7onn” 7y yn77 w' .

J1X[70 NNANND NIX 0D'TNTIW?N DX

NINIA N171V90 NX YN We NJA1 < JIAINX7 12021 Ml NN Q
: i |
6.1 < D'NOWI 1713V N1AMN

Windows updates T"7{7117 W1a'mn NOW1

D799 wi17W W' Windows FW-7 .

PUBLIC, PRIVATE W  N11'107

OU [£] » Control Panel » System and Security » Windows Update v | 43 ||| Search C.

Control Panel Home

Check for updates
Change settings

View update history
Restore hidden updates

Updates: frequently asked
questions

Installed Updates
&, Windows Anytime Upgrade

j
e v

;012 VT7M7 .DOMAIN-1
https://msdn.microsoft.com/enus/library/
windows/desktop/bb736287(v=vs.85).aspx

Windows Update

Checking for updates...

You receive updates: For Windows enly.

Get updates for other Microsoft products. Find out more

i1NWi7ii 7M7Y
,0"7WD>  D'My7 0O'7ann 1201 701
NINN Na'y7n7 07Xx17 0717y 0'971N70W

07900 N1DINIT 1Y NI X7
UTD7 NI 7Y OMIXTT7 ANUIX M1D7TY
X7 Nnn 7y w7 ontmmipz7y
W ,A7997 NIDIVN 10X Y91 N1AM
J1X[7 NANN 723 DA MDD 1™N

.CIS Control 3 https://www.cisecurity.org/controls/continuous-vulnerability-management '#
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Java Control Panel

[“] Enable Java contentin the browser

.Check for updates N1Wax1 11017 W -

Security level for applications not on the Exception Site kst

O Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.

IClick Edit Site List...
lto add items to this list.

Edit Site List...

quiw 19IN1 yxa7 w' 117 ow
y1I'7 Nan 7y f1X{7i N1INN'7 02107y
17X N1X1g '7X27 0'971nn

NY11 < IAIN7 1201 A2 NN
7.9 < 1171 T1j7
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nx7nin A1"n Nn'wn

yX11 X7 WI'rm yx1a NWn

U U U 7X{7 NN 7W N9 1nyax

0 0 O BIOS NMwWwj7i
0 0 O MW7 7077 N19Xil
0 0 O admin N11aWN NNAg9n
0 0 O NIXND'0 N1 TN
O O O Local Admin 71151
0 O 0 "WAT N1TID7N” NAj7Nn
0 O O Vi A i b
0 0 O VT 97T NUn
O 0 0 D70 NN'0r1
O O O O1N"-TIN NI7NN
O 0 0 EDR N2Yyn Nij7nil
O O O NMI77 WX-NN1M N7yail
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https://www.gov.il/he/Departments/israel_national_cyber_directorate
https://www.facebook.com/%D7%9E%D7%A2%D7%A8%D7%9A-%D7%94%D7%A1%D7%99%D7%99%D7%91%D7%A8-%D7%94%D7%9C%D7%90%D7%95%D7%9E%D7%99-National-Cyber-Directorate-Israel-538275309846806/
https://www.linkedin.com/company/ncsa-israel-%D7%94%D7%A8%D7%A9%D7%95%D7%AA-%D7%94%D7%9C%D7%90%D7%95%D7%9E%D7%99%D7%AA-%D7%9C%D7%94%D7%92%D7%A0%D7%AA-%D7%94%D7%A1%D7%99%D7%99%D7%91%D7%A8/



